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Digital EDition (CybEr)

The Marine Corps is over-reli-
ant on command and control 
(C2) systems, not through a 
fault in judgment, but rather 

through the rapid technological evolu-
tion of the Internet and the require-
ment to become digital. The upside 
to technological evolution is efficient 
sharing of resources; the downside is an 
over-reliance on information technology 
(IT) and C2 systems. Being critically 
dependent on IT systems creates vul-
nerabilities that must be acknowledged, 
understood, and mitigated to within 
acceptable risk tolerances. Cyber resil-
ience is the ability of an organization 
to continue to operate in a degraded 
IT environment while maintaining 
operational capabilities and recover 
to an effective operational posture in 
a time frame consistent with mission 
needs.1 Plainly stated, cyber resilience 
is the ability for Marines to fight and 
win battles in a degraded C2 environ-
ment. The USMC can mitigate its over-
reliance on C2 systems vulnerability by 
increasing combat readiness through 
cyber resilience.
 Units can measure cyber resilience 
by how long mission essential functions 
(MEFs) can continue when C2 systems, 
computers, phones, and the Internet are 
degraded or unavailable. Some individ-
uals and units can withstand impact to 
their IT systems for longer than others, 
but all units’ mission productivity will 
be negatively impacted to some degree. 
High, moderate, and low operational 
impact indicates cyber resilience on the 
sliding scale from cyber rigidity to cyber 

resilience. Cyber rigidity is the inabil-
ity to perform MEFs in a C2-contested 
environment. So if a slight disruption 
to C2 systems produces a high impact 

to MEFs, this indicates cyber rigidity. 
Severe disruption that produces low 
impact and continued MEFs indicates 
cyber resiliency. Cyber rigidity impacts 
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Mission essential functions are only available if they keep C2 systems operating. (Photo by Sgt 
Christopher O’Quin.)
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the mission, decreases overall combat 
readiness, and leads to increased risk to 
the Marine Corps’ ability to contribute 
to the national security strategy. To be 
resilient to cyber disruption, efficiently 
fight in degraded C2 environments, and 
return to a normal operational state in a 
timely manner to continue the fight, the 
Marine Corps must increase its cyber 
resilience. Currently, Marine Corps per-
sonnel and equipment are not as cyber 
resilient as they need to be and, there-
fore, cannot realize their full combat 
readiness potential. Combat readiness 
can be increased with cyber resilience 
through equipment hardening, person-
nel education, and developing a culture 
of innovation.

Equipment Hardening
 C2 systems and networked devices go 
through the stages of the system devel-
opment life cycle that manage devices 
from initiation, assembly, shipping, 
and disposal. As Marines and United 
States citizens, we blindly trust that our 
C2 systems and networked devices are 
secure and free of malware. Hackers, 
however, are constantly varying attack 
vectors to achieve maximum effects 
with minimal effort. An inexpensive 
and effective way to produce effects is to 
hack our systems before the devices are 
assembled, shipped, and used. Global-
ization has pushed the manufacturing 
of computer components to the outer 
edges of earth where the IT devices, 
when fully assembled and in the Marine 
Corps’ hands, have gone through the 
global IT supply chain. In other words, 
hackers affect the Marine Corps mission 
when our systems are out of our positive 
control and in the highly vulnerable 
global IT supply chain.
 The system development life cycle 
and global IT supply chain are intimate-
ly linked. At any stage in the global IT 
supply chain, hackers can implant mal-
ware on systems to allow unauthorized, 
undetected access to sensitive systems. 
The equivalent physical world vulner-
ability to hackers attacking the global 
IT supply chain to gain unauthorized, 
undetected access is having no security 
guards, unlocked doors, and open win-
dows in Marine Corps buildings. With 
persistent access in place, the hackers 

can then access the affected systems 
through those back doors from any-
where in the world at any time they 
choose. Hackers are extremely good at 
hiding the presence of malware behind 
the systems and applications we rou-
tinely use. In the background, while we 
are using systems, the hacker’s malware 
perform illegitimate operations that un-
dermine security and send undetected, 
encrypted data to the hacker. This infor-
mation could be common operational 
picture (COP) information, blue force 
tracker track data, and emails.
 Our current defense procurement 
framework follows the globally ac-
cepted standard system development 
life cycle process and forces our C2 
systems through today’s globally in-
terconnected IT supply chain. This 
framework produces unquantified risk 
because the process forces the DOD 
to accept unknown, unmitigated risk 
with insecure systems that have gone 
through the global IT chain. A U.S. 
controlled supply chain would provide 
increased assurance of a secure device 
free from advanced persistent threats, 
but that supply chain is not sustainable 
in our current fiscally constrained envi-
ronment. The global IT supply chain se-
curity challenge is tangible and of great 
concern. So much so that the National 
Institute of Standards and Technology 
(NIST) published an unclassified in-
teragency report in October 2012 on 
information and communication tech-
nology supply chain risk management 
(ICT SCRM) to identify and mitigate 
the inherent risk residing in supply 
chains that support global IT products 
and services. Adoption of ICT SCRM 
into the Marine Corps acquisition and 
procurement cycle, its organizational 
culture, and combat readiness report-
ing will reveal previously unidentified 
risk to C2 systems and provide a higher 
level of cyber resilience not previously 
realized in the Marine Corps.
 The Office of the National Counter-
terrorism Executive (ONCIX) stated, 
“U.S. adversaries use the supply chain 
to simply and effectively insert counter-
feit parts into products destined for the 
United States to gain access to sensitive 
systems and degrade the performance of 
U.S. systems.”2  In the current defense 

acquisition cycles following the “best-
value continuum,” there is a technique 
called lowest-price, technically accept-
able, or LPTA. LPTA is a technique 
which, when acquiring equipment, “the 
best value is expected to result from 
selection of a technically acceptable pro-
posal with the lowest evaluated price.”3 
In other words, LPTA finds the lowest 
monetary price with the perceived best 
technical expectations to purchase and 
field to the Operating Forces but also 
fields unknown, unmitigated risk to 
the fleet. LPTA increases risk, decreases 
combat readiness, and should be im-
mediately amended to reflect current 
secure acquisition practices.
 A recommendation to increase the 
cyber resilience of the DOD’s and Ma-
rine Corps’ ICT SCRM and LPTA 
challenge is to participate in programs 
like the Defense Advanced Research 
Project’s Agency (DARPA) Supply 
Chain Hardware Integrity for Elec-
tronics Defense (SHIELD) program. 
DARPA announced SHIELD in Febru-
ary 2014 which currently “seeks a tool 
that authenticates electronic compo-
nents at any step of the supply chain and 
will encrypt and transmit on-demand 
information about tampering of system 
components.”4 This DARPA-initiated 
tool would greatly increase cyber resil-
ience and Marine Corps combat readi-
ness.
 
Personnel Education
 Today’s cyber threat environment 
is complex and must be understood 
by all Marines in order to be combat 
ready. Therefore, cyber resilience must 
be acknowledged, instituted, and mea-
sured throughout the Marine Corps to 
ensure readiness. Education is the foun-
dation for cyber resilience and leads to 
a more combat ready individual, unit, 
Marine Corps, and DOD. The Marine 
Corps can increase its combat readi-
ness through cyber resilience by having 
an aware, educated, and incentivized 
workforce.
 Cyber awareness for Marines occurs 
today through annual online cyber 
awareness training in MarineNet, an 
important tool attempting to explain 
today’s complex, interdependent cyber 
environment. To fully understand these 
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complexities and interdependencies, an 
increased level of awareness is needed 
for combat arms and noncommunica-
tions combat service support Marines. A 
solution to enhance the present level of 
cyber awareness training in MarineNet 
is to provide real-world examples of cy-
berattacks. These new examples should 
be video-based, highlight recent attacks, 
and show the effects on DOD and ci-
vilian computer networks. Historical 
vignettes are effectively used in annual 
DOD antiterrorism training and their 
use in the cyber awareness would move 
the cyber awareness program forward 
from the present “this will never happen 
to me” type of training to “this recently 
happened to people just like you and 
these were the effects.”
 Improving the USMC 06XX cy-
ber education from entry-level school 
through the end of a Marine’s career 
would significantly increase cyber resil-
ience. The Marine Corps needs to create 
an information security program for 
qualified personnel to further enhance 
and professionalize the Marine Corps 
cyber workforce and tie that informa-
tion security program to pay and pro-
motion. Such an information security 
program currently exists—the Naval 
Postgraduate School Center for Infor-
mation Systems Security Studies and 
Research (NPS CISR). NPS CISR is the 
pipeline to create the USMC cyberse-
curity professionals desperately needed 
to lead, influence, and increase cyber 
resilience from the lowest levels to the 
Commandant of the Marine Corps. As 
compared to the Marine Corps, the U.S. 
Navy, Army, and Air Force send many 
more of their personnel to academic in-
stitutions to grow their cyber forces and 
systemically integrate cyber resilience 
into their Service cultures. The actions 
and commitment to excellence of the 
other Services have increased their cyber 
resilience and those Services are more 
combat ready than the Marine Corps 
to fight and win battles in the cyber-
space domain—a domain in which all 
Services must fight. A recommended 
solution to increase the lack of a profes-
sionalized USMC information security 
workforce is to open attendance to NPS 
CISR to a wider audience and include 
the 0602, 0620, and 0650 occupational 

fields. Widening the pool to attend NPS 
CISR will increase the number of gradu-
ates, expand the Marine Corps body of 
knowledge, and align the Marine Corps 
with the DOD’s overall cyber workforce 
growth and continuous cyber workforce 
improvement. Implementing these rec-
ommended solutions would move the 
USMC from rhetoric to action and align 
those actions to MARADMIN 362/14, 
released 24 July 2014, which stated, “the 
Marine Corps is investing heavily to in-
crease cyberspace and electronic warfare 
expertise and capacity.”5

 Marines are much more likely to stay 
Marine if properly incentivized. Incen-
tives such as emotion and money vary 
with personal needs and motivation. 
The information security educational 
pipeline will give Marines highly mar-
ketable education, certified skills, and 
unparalleled experience that directly 
translates to the civilian sector and 
higher pay. That talent can be retained 
by the Marine Corps through proper 
incentives. The quickest and most ef-
ficient way to retain these cyber forces is 
by tying the information security educa-
tion and certification to incentive pay, 
bonus, and promotion. Monetary incen-
tives have a proven history in aviation, 
special operations, medical, and foreign 
language programs in the form of flight 

pay, jump pay, specialization pay, and 
foreign language proficiency bonuses. 
These same monetary incentive mod-
els should be instituted by the Marine 
Corps to retain the needed cyber tal-
ent and drive combat readiness through 
cyber resilience.
 A very efficient way for the Marine 
Corps to properly acknowledge and un-
derstand cyber is for the Commandant 
to create a new professional category 
on the Commandant’s Professional 
Reading List (CPRL), the Cyber Pro-
fessional Reading Category. The CPRL 
currently has professional reading cat-
egories to further professionalize certain 
areas deemed important to the Marine 
Corps such as logistics, aviation, and 
maneuver warfare. All modern mili-
taries must fight in the cyber domain; 
however, there is a glaring void of a 
USMC cyber reading category. This 
void sends a clear message to the Marine 
Corps, DOD, and the world that cyber 
is not a significant consideration for the 
Marine Corps. In order for the Marine 
Corps to retain its competitive advan-
tage in future conflict, the Corps must 
increase its cyber understanding. It’s 
time to create a cyber professional read-
ing category on the CPRL. Suggested 
books for the CPRL’s cyber professional 
cyber reading category that are aligned 

We have the equipment, now we need to develop an effective information security program. 
(Photo by Sgt Christopher O’Quin.)
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with United States Strategic Command 
and United States Cyber Command 
include: the Hacking Exposed series by 
Stuart McClure, Joel Scambray, and 
George Kurtz; Cyber War: The next 
threat to National Security and what 
to do about it by Richard Clarke and 
Robert Knake; Fatal System Error: The 
Hunt for the New Crime Lords Who are 
Bringing Down the Internet by Joseph 
Menn; and Geekonomics: The Real Cost 
of Insecure Software by David Rice.

Culture of Innovation
 History indicates that successful 
innovation during the interwar period 
depends on “long term decisions that 
affect the culture and values of the of-
ficer corps.”6 Furthermore, successful 
innovation in military organizations 
depends on “specificity and military 
culture” where specificity will find a 
specific solution to a military problem 
that “offers significant advantages to 
furthering the achievement of national 
strategy.”7 Military culture can “best 
be described as the sum of the intel-
lectual, professional, and traditional 
values of the officer corps” where the 
culture “plays a crucial role in how 
military forces prepare themselves 
for combat.”8 Future combat will in-
clude cyber. The Marine Corps needs 
to acknowledge and accept that fact. 
Without a fully aware, more formally 
educated, and more certified informa-
tion security workforce, the Marines 
Corps is currently postured to always 
be a customer of cyber. Therefore, the 
Marine Corps needs to incorporate cy-
ber resilience into its officer corps appro-
priately through venues like NPS CISR, 
civilian certifications, cyber incentive 
pay, and the CPRL cyber professional 
reading category to ensure the Marine 
Corps stays relevant in the future fight 
and is not left sidelined by the more 
appropriately prepared and positioned 
Services.
 The Marine Corps has a culture of 
innovation that has yet to include cyber 
into its exclusive, innovative gun club. 
The Marine Corps desperately needs to 
include cyber because history has trend-
ed that “innovation failed in military 
organizations that misused history to 
justify their current doctrine.”9 Existing 

doctrine blinds the Marine Corps from 
fully using cyber and cyber resilience to 
prepare for combat. History also indi-
cates that military organizations failed 
to innovate when they were rigid, which 
led “organizations to shut off alterna-
tive paths that might ease the way for 
military operations.”10 Cyber resilience 
to achieve maximum combat readiness 
in the Marine Corps is that alternative 
path yet undiscovered. The Marine 
Corps needs to pursue the available 
paths of today to ensure the Marine 
Corps has a foothold in the battles of 
tomorrow.
 The MAGTF provides a balanced 
team of ground, air, and logistics as-
sets under a central command that is 
self-sustained and provides combined 
arms forces to conduct the full range 
of operations. MAGTFs recently added 
to their structure the cyberspace and 
electronic warfare coordination cell 
(CEWCC). “The CEWCC coordinates 
the integrated planning, execution and 
assessment of cyberspace and Electro-
magnetic Spectrum actions across the 
MAGTF’s operational environment in 
order to increase operational tempo and 
achieve advantage.”11 The CEWCC is a 
good, innovative first step for the Ma-
rine Corps to conduct operations in the 
cyberspace domain. There is, however, 
residual risk in Marine Corps networks 
and systems where CEWCCs are not, 
and this is where hackers achieve effects. 
To properly secure the Marine Corps, 
CEWCC-like capabilities need to be 
placed in both the operational forces 
and in the remaining nondeployable 
Marine Corps areas, garrison, and the 
fifth element of the MAGTF. The par-
tial implementation of the CEWCC 
capability in a very thin slice of the 
Marine Corps puts the MAGTF at a 
disadvantage when conducting opera-
tions because of the residual risk in the 
interconnected C2 networks that re-
side in the non-CEWCC enabled areas 
which allow hackers to attack the gaps 
and avoid surfaces.
 The DOD fiscal year 2015 budget 
request cited, in order to maintain 
readiness levels, the DOD “recognizes 
evolving critical demands like cyber, 
will guard against erosion of organic 
skills, and overreliance on contracted 

services.”12 To properly strengthen cyber 
skills, guard against erosion of critical 
cyber skills, and mitigate the existing 
systemic vulnerability of over-reliance 
on C2 systems, the Marine Corps can 
make every Marine more cyber aware, 
certified, enhance educational oppor-
tunities, and retain top talent. These 
innovative programs will only serve to 
acquire, retain, and improve cyber talent 
and cyber resilience leading to combat 
readiness. Additionally, having this cy-
ber capability would allow the Marine 
Corps to effectively compete fiscally for 
DOD cyber dollars and survive being 
sidelined by the other Services in future 
conflict. In order for the Marine Corps 
to observe historical lessons, successfully 
innovate “during the interwar period to 
affect the Marine Corps culture and val-
ues,” to stay relevant in future warfare, 
and be able to contribute to the national 
strategy the Marine Corps must assert 
its presence in the cyberspace domain. 
The Marine Corps presence in cyber-
space must be asserted, not assumed. 
The Marine Corps must never put itself 
in the position to be a customer of cyber 
because the Marine Corps is America’s 
9-1-1 middleweight force and must 
therefore be dominant as a MAGTF 
in all warfighting domains. This cyber 
presence must be an assertion from the 
Marine Corps that we are capable and 
talented to employ the MAGTF to fight 
tonight and win. Implementing these 
innovative ideas will round out the vital 
missing pieces of the MAGTF includ-
ing bases, posts, and station to ensure 
the Marine Corps has a place on the 
battlefield in future wars.
 
Conclusion
 Hardening equipment, educating 
Marines, and developing an innovative 
culture are the paths to cyber resilience 
that will maximize combat readiness 
in the Marine Corps. The Marine 
Corps of today, if called to perform 
its middleweight duties needs to have 
the requisite, sustained, in-house cy-
ber capability needed for today’s and 
tomorrow’s battles. The Marine Corps 
needs to quickly fill its cyber gap by ap-
plying a formal, top down, aggressive 
approach to ensure the Marine Corps 
is not sidelined out of future battles 
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by the other Services or worse, fail to 
defend the United States. Marines do 
not fail; they adapt and overcome. It’s 
time for the Marine Corps to adapt to 
cyber, increase combat readiness, and 
properly confront future battles. Cy-
ber resilience—not cyber reliance—will 
achieve the proper level of combat readi-
ness to again prove that the Marine Corps 
is the vital, relevant force in future conflict 
as it has always been for the American 
people. “The Marine Corps needs to be 
willing to adapt to new requirements 
and organize and train how we claim 
we will fight. As a Corps we need to 
commit ourselves to make this decision 
if we wish to remain relevant while other 
Services transform.”13
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